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Introduction

I was tasked with develop a networked application in C++. | decided to create a console application
that allows multiple connections to chat to each other. The application uses multithreading and
communicates through sockets. A user is able to connect to the chat server, send and receive
messages and then leave the server. The users are able to distinguish each other’s messages as each
user is able to set a username.

Client

Within the client code, the application creates a socket for the client connection to the server, it
then prompts the user to enter a username and starts a thread to continuously read from the socket
for incoming messages. The client then enters a loop to send messages to the server. For each
message, it adds the username to the message, converts the message size to network byte order,
sends the message size to the server, and then sends the message to the server. The client waits for
the receive thread to finish and closes the socket.

Server

The server code creates a socket for the server, binds it to an IP address and port number, and
listens for incoming connections. When a client connects, the server starts a thread to continuously
read from the socket for incoming messages. The server then enters a loop to send messages to the
client. For each message, it converts the message size to network byte order, sends the message size
to the client, and then broadcasts the message to all clients. The server waits for the receive thread
to finish and closes the socket.

Sockets

The chat room application uses sockets in order to establish a TCP connection between the server
and a client connection or multiple client connections.

In the server code, the socket() function is used to create a socket for the server, and the bind()
function is used to bind the socket to a specific IP address and port number. The listen() function is
then called to put the socket in a listening state to accept incoming connections from clients. When
a client connects, the accept() function is used to accept the connection and create a new socket to
communicate with the client. The server can receive messages from the client using the recv()
function and send messages to the client using the send() function.

In the client code, the socket() function is used to create a socket for the client, and the connect()
function is used to connect the socket to the server's address. After the socket is connected, the
client can send messages to the server using the send() function and receive messages from the
server using the recv() function.

The messages are sent with the size of the message first, followed by the message itself. The server
code accepts incoming connections from clients and starts a new thread to handle each client.




Multithreading

The chat application uses multithreading to perform two tasks concurrently:

1.

The fist way the application uses multithreading is by reading incoming messages from the
server. In the main function a thread is created using ‘thread’ that continuously reads from
the socket for incoming messages using the ReadSize() and Readn() functions. This thread
runs in the background and allows the main thread to continue executing and sending
messages to the server.

The second way multithreading is uses is for sending messages. Within the main function in
the server code there is a loop continuously reads user input and sends messages to the
server using the send() function. This loop runs in the main thread and does not block the
execution of the receive thread.

By using multithreading, your application can both receive incoming messages and send outgoing

messages simultaneously without blocking either operation. This allows for a smoother and more

responsive user experience.

Winsock

The cat application uses the library to establish a network connection between the client and the

server. Both client and server code initlises the Winsock library by using ‘WSASStartup’ and creates a

socket using ‘socket’. The application uses the library to create and manage sockets to send and

receive data over the network.

Future Improvements

The application is a console application but here is a list of improvements that could be made in the

future:

1.

Better error handling — the application could print more meaningful error messages in order
for the user to figure out the problem when they hit an error.

GUI — as the application is a console application it might be a good idea that in future a GUI
is created which will allow the users a more user-friendly frontend.

User authentication —the application could use user authentication to only allow certain
users access to the application, this way the application could use a data base in order to
save user messages so users could save messages.

Encryption — if the application implemented encryption the application would be more
secure and user’s messages would become more difficult to intercept.




Conclusion

The code created in order to develop the console chat application contains features including:

1.

The code defines two functions Readn and ReadSize, which are used to read a specified
number of bytes from a socket and to read the size of an incoming message from the socket,
respectively.

The code initializes the Winsock library and creates a socket for the client to connect to the
server.

The client enters their username and starts a thread to continuously read from the socket
for incoming messages from the server.

The client enters a loop to send messages to the server. The message is concatenated with
the client's username, and the size of the message is sent to the server before sending the
message itself.

The server accepts incoming connections from clients, receives messages from clients, and
broadcasts them to all other connected clients.

Both the client and server use sockets and the Windows Sockets APl (Winsock) for
communication.

These features created in the client and server program allows multiple clients to connect and

exchange messages through a server using a username. The messages exchange in real time with
basic error handling that allows users to detect connection issues.
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Please note
Please note | also used code created in class as it was the only way so | couldn't rewrite!
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